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Il A coMPUTER SYSTEM can only be as reliable as
its operating system (OS), since the OS controls the
system's resources and is responsible for enforcing
security. If the OS fails, be it by a random crash or as
the result of a targeted attack, the whole system fails.

Mainstream OSes consist of tens of millions of
lines of code [1]. Given the software-engineering
rule-of-thumb estimates 1-3 bugs per 1,000 lines of
code [2], and even (optimistically) assuming that
code quality has improved in the past 20 years, this
implies that these systems have literally thousands of
faults, and it is therefore unsurprising that they fail
frequently: MITRE's vulnerability list shows about 10
critical exploits per year for Linux [3].

Safety-critical systems, where reliability is para-
mount, generally use OSes based on a microkernel:
the OS “kernel,” the part of the OS that executes in
the privileged mode of the hardware, is reduced to
a minimum (typically tens of thousands of source
lines of code, kSLOC), and most OS functionality is
implemented in processes executing in unprivileged
mode (aka. user mode), running side-by-side with
application functionality, as shown in Figure 1.

Such an approach limits the damage caused by
faults or exploits, as the kernel isolates user-mode
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Figure 1. Monolithic versus microkernel
structure. The typical code size of

a monolithic kernel is three orders

of magnitude larger than that of a
microkernel.
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processes from each other—OS services and applica-
tions alike. In other words, the microkernel approach
dramatically reduces the attack surface, although
without eliminating it completely, as demonstrated
by critical vulnerabilities of commercial microker-
nel-based OSes QNX, INTEGRITY, and Lynx [4].

However, the small size of a well-designed micro-
kernel allows going a (big) step further: formally
verifying the correctness of the kernel's implemen-
tation, that is, developing a mathematical proof that
the implementation adheres to a specification of the
kernel's functionality. The first kernel so verified is
the selL4 microkernel [5].

2026 The Authors. This work is licensed under a Creative
Commons Attribution 4.0 License. For more information,
see https://creativecommons.org/licenses/by/4.0/
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While sel4 has been extensively covered in the
academic literature, in this article, we will examine it
specifically from the reliability angle, as well as look
at the practicalities of deploying sel4 and the selL4-
based LionsOS system that greatly eases adoption.
But first, we will look at what sel4 is (and is not),
and what its formal verification achieves.

selL4 microkernel

sel4 comprises about 10-12 kSLOC, making it
one of the smallest microkernels that provide suffi-
cient functionality to build arbitrary systems on top.
At the same time, sel4 sets the benchmark for micro-
kernel performance [6], important for real-world
use. It is also open source, together with all proofs,
and supported by an open-source community that
keeps contributing functionality on top of sel4 as
well as tools that ease its use.

The small size of the kernel was made possible by
strict adherence to the microkernel minimality prin-
ciple [7], which states that the kernel should include
no functionality that can be implemented in user
mode. So, instead of the services normally expected
from an OS, sel4 only provides minimal, policy-free
mechanisms for controlling hardware resources: a
secure protected procedure call (PPC) mechanism
(to invoke services provided by a server process),
a semaphore-like synchronization mechanism, an
address-space abstraction that is just a thin wrapper
around hardware-defined page tables, an execution
abstraction (threads), and a mechanism for provid-
ing bounded access to execution time for a thread,
plus primitives for handling hardware exceptions
and interrupts [8].

This small size is crucial for verification, as ver-
ification effort grows quadratically with the size of
the specification [9], a strong incentive to keep
things small and simple. Modularity can mitigate
some of this quadratic growth: all other things
being equal, verifying a module with specifica-
tion size of n will have complexity O(n?), while
breaking this into k equal-sized modules could
theoretically reduce it to O(k(n/k)?) or 1/k of the
single-module cost. This is, of course, highly opti-
mistic, as the total size of the specification of the
k-module system would almost certainly be larger
than the single module. More importantly, a truly
minimal microkernel, such as seL4, does not have
much internal modularity as its functions are
highly interdependent.
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Figure 2. selL4 proofs across
architectures. *The confidentiality proof
for Arm-64 is expected to be completed by
mid-2026.

Figure 2 shows the various proofs about sel4.
The core is the proof of functional correctness:
The kernel's C code implements its specification.
This represents a very strong notion of freedom
from implementation bugs (subject to a number of
assumptions that include correctness of the small
amount of assembly code, correctness of the boot
code, and correct understanding of the operation of
the hardware) [10]. It is a very powerful property, as
it allows reasoning about the kernel by only looking
at the specification, not the implementation.

But functional correctness does not guarantee
that the specification is a “good” one, that is, it has
the right properties. While it is never possible to
prove that a specification has all the properties one
expects from it—this “expectation” is inherently
informal and thus not formally verifiable—it is pos-
sible to get closer by proving specific properties
about the specification. This was done by proving
that sel4 can enforce (formal specifications of)
the “CIA triad”: confidentiality, integrity, and avail-
ability [11]. These proofs compose with functional
correctness, meaning that they apply to the kernel's
implementation.

Having a correct C implementation still requires
trusting the C compiler, which is likely buggy (we
use GCC, itself 100s of kSLOC), and there is no guar-
antee that the compiler assumes the same semantics
of the C language as the proofs—a real problem as
the C semantics are ambiguous. The sel4 proofs,
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therefore, take the compiler out of the trusted com-
puting base (TCB): a separate translation validation
toolchain proves that the binary code generated by
the compiler has the same semantics as what the
functional correctness proof assumes about the
C code [11]. This guarantees that the executable
binary behaves according to the specification.

In addition, sel4 has undergone a sound and
complete analysis of its worst case execution time
(WCET) [12], making it the only protected-mode OS
kernel that is known to have such a sound analysis
of its timing behavior. Originally performed for (now
mostly obsolete) Armv6 processors, and having
become stale because Arm discontinued publishing
instruction latencies, we have recently re-established
the analysis for open-source, 64-bit RISC-V cores.

Note, however, that the sel4 verification cur-
rently only applies to a single-core configuration.
Verification of a multikernel [13] configuration is in
progress. Also, like any OS, verified or not, sel4 is at
the mercy of the underlying hardware. While both
Arm and RISCV ISA specifications are now formal-
ized, and sel4's translation validation links to these
formal ISA specs, there is no guarantee that the
processor implementations are correct with respect
to the ISA spec. If the hardware is buggy or can
be made to misbehave by physical manipulation,
including irradiation, overclocking, or over-exercis-
ing as in Rowhammer, all bets are off. Also, the ISA
(intentionally) abstracts over timing, meaning that
the verification cannot preclude information leak-
age through timing channels, but work on address-
ing this is in progress [14].

sel4's verification mostly used interactive theo-
rem proving (ITP), a labor-intensive, mostly manual
process. The effort for the initial proof of functional
correctness was 11 person-years (not counting
investment in reusable frameworks) and consisted
of 200,000 lines of proof script to verify 8,500 lines of
the C code [11]; by now, the proof base has grown to
well over a million lines. This effort, while not higher
than that of traditionally engineered high-assurance
code (which provides no guarantees), can only be
justified for such a highly reusable artifact.

How sel 4 helps reliability

sel4's formal verification takes the kernel out of
the TCB: You do not have to trust what is proved, you
only have to trust mathematics (besides the proof
assumptions and the underlying hardware).
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Among others, the verification implies that sel4
cannot be affected by any of the usual OS vulnerabil-
ities: There can be no stack overflows, no control-flow
attacks (such as “return-oriented programming”), no
arrays accessed out of bounds, no integrity viola-
tions of kernel data, no kernel exceptions, crashes or
other undefined behavior—the kernel is a rock-solid
foundation for the system built on top.

In addition, sel4 uses capabilities [17] for access
control. This means that access is determined
per-process and at object granularity (e.g., individ-
ual page frames and individual communication
channels between processes), which supports fine-
grained tracking of information flow (see Figure 3).

An object capability or short capability is an un-
forgeable token that provides prima facie evidence
of the right to access an object. The capability thus
implies two things: a reference to an object (it is an
opaque pointer) and a (possibly empty) set of rights
on that object—think of it as a key to the object.

In a capability system, the only way of performing an
operation on an object is by invoking the capability.
For an operating system that usually means invoking
a system call with the capability as the first argu-
ment, with further arguments specifying the desired
operation, and any parameters for the operation.
Capabilities present a fine-grained, per-object (e.g.
file, page) protection model.

This is in contrast to the widely used access-control
lists"® used in all mainstream operating systems,
where objects list the active agents (typically rep-
resented as user and group IDs) that can access
the object—implying that each process with the
respective ID has the same rights.

Capabilities are usually made un-forgeable by mak-
ing them kernel objects, meaning that user code
can only refer to them indirectly—similar to file
descriptors in Unix. This means that operations on
capabilities themselves, such as creating copies or
handing capabilities to other processes, require a
system call. The alternative approach is to protect
capabilities by hardware, using tagged memory;
CHERI capabilities'® are a recent example. Such
capabilities can be copied like normal data, sim-
plifying distribution and delegation, at the cost of
revocation being hard (requiring a memory scan).
Note that Linux “capabilities” are not object capa-
bilities: they only limit the system calls a process
is allowed to invoke, do not provide fine-grained
access control and do not support delegation.

Figure 3. Explainer: capabilities.
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Figure 4. Fine-grained access control with
capabilities.

This is a critical enabler of sel4's proof of confidenti-
ality enforcement (Figure 2).

Capability-based access control also means that
seL4 does not use ambient authority and is therefore
not prone to confused deputy attacks [18] that inher-
ently affect OSes using access-control lists (ACLs),
where a privileged service can be tricked into violat-
ing system integrity. All mainstream OSes, all other
verified kernels, and all commercial embedded
OSes (with the sole exception of the L4Re microker-
nel, formerly called Fiasco [19], and the OS built on
it) use ACLs and are therefore vulnerable.

Figure 4 gives an example. The untrusted compo-
nents (shown in blue) have channels to communi-
cate with the trusted component (in red color), but
no others. Any communication between untrusted
components is therefore only possible via the trusted
component (which could be acting as a firewall).

The figure also shows the use of virtual machines
(VMs) with sel4; these look like native components
to the rest of the system. Typically, VMs are used
to support legacy software that is tied to another
OS, such as Linux. Different VMs are isolated from
each other as much as native components are—the
virtualization functionality is provided by a per-VM
virtual machine monitor (VMM). The VMM, there-
fore, cannot break isolation and is not part of the
system's TCB [20].

Memory management

Another unique aspect of sel4 is its policy-free
approach to resource management, specifically
physical memory. Other than allocating memory for
its own global static data and its strictly bounded
stack, the kernel does not manage memory at all.

Retype (Obj) Derive()

[T
Obj

Figure 5. Retyping Untyped (UT) memory
to a kernel object type (Obj) and deriving
capabilities.

Instead, it hands (capabilities to) all free memory
to the initial user process (called the “Init Task”),
which is then in charge of all dynamic memory man-
agement; this is why it is also referred to as the global
resource manager.

Free memory is called Untyped, and to put it to
any use, it has to be retyped into a specific object
type known to the kernel. Figure 5 shows the pro-
cess: Invoking Retype () on an Untyped cap (i.e., a
cap referencing Untyped memory) will create a new
cap, referring to the same memory, but that mem-
ory now has the specified object type. From the new
cap, another cap (with the same or lesser rights) can
be derived. Derivation allows controlled delegation
of access rights by handing a derived cap to another
entity.

sel4 capabilities are revocable: a capability can
be invalidated by its owner at any time, meaning that
all the rights conveyed by it are revoked; if the cap
was delegated, this revokes the delegation. Invalidat-
ing the original object cap (resulting from retyping)
will also revert the memory to its original Untyped
state.

Retyping is the mechanism for providing mem-
ory to the kernel. For example, creating an address
space for a user process requires page tables; these
are created by retyping free memory into page-table
objects. Similarly, creating a thread requires a thread
control block in the kernel to hold the thread state;
this is achieved by retyping memory into a thread
control object. Other object types are for represent-
ing communication channels, semaphores, schedul-
ing budgets, architecture-specific state for interrupt
handling, and for storing capabilities themselves.
Finally, there are frame objects; these are the only
objects used for storing user rather than kernel data.
A frame cap can be inserted into a page-table object,
which establishes a mapping from a virtual memory
page to the physical memory referenced by the cap.

IEEE Reliability Magazine
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Figure 6. User-level memory management
and delegation.

The user-delegated memory management
approach implies that the kernel requires no heap
and can therefore not run out of memory. This is at
the heart of availability-enforcement in sel4: to get
the kernel to consume memory, a user-mode pro-
cess has to provide that memory to the kernel explic-
itly, from its own resources. It is therefore impossible
to mount a denial-of-service attack against another
part of the system, at least for the memory resource
(see below for time).

The user-level management of memory, together
with the controlled delegation of privileges enabled
by capabilities, makes it possible to create largely
autonomous subsystems with strictly limited inter-
actions. As shown in Figure 6, the global resource
manager can pattition the free memory and hand
it to separate processes, making them independent
resource managers that autonomously manage their
part of the resources. Such subsystems are strongly
isolated: they can only interact with each other if the
global manager has explicitly set up shared chan-
nels. And the global manager can remove a subsys-
tem by invalidating all capabilities delegated to it.

Finally, sel4 has support for mixed-criticality
real-time systems (MCS), that is, systems where safe-
ty-critical hard real-time tasks co-exist with less crit-
ical ones. In many such systems, it is not feasible to
simply give the critical tasks the highest priority. For
example, a critical control loop may execute every
100 ms and require 20 ms of processing time. It is
undesirable to have the control loop monopolize
the processor for that long, as this may lead to losing
interrupts or network packets. Instead, less critical
tasks should be able to preempt the control loop for
strictly bounded periods.

sel4 provides the mechanisms for this bounded
preemption: a task can be given a strict bound on
its CPU usage, for example, an Ethernet driver might
be allowed to consume 2 us of processor time every
10 ws, limiting its CPU bandwidth to 20%, which
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guarantees sufficient time for the control loop to
meet its deadline. Together with the kernel's WCET
analysis and a mechanism to charge server time to
the client that is requesting the service, this allows
configuring scheduling parameters to guarantee
timeliness of critical tasks, that is, ensuring temporal
availability and integrity (note that this MCS version
of sel4 [21] is currently unverified, but its verifica-
tion is expected to be completed in 2027).

Is it ready to use?

Yes! sel4 has been used to protect autonomous
air vehicles for years [22], [23]; DARPA even offered
a “steal this drone” at the 2021 DEF CON confer-
ence [24]—no one succeeded in compromising the
sel4-based system. sel4 is meanwhile deployed in
national security systems.

Civilian deployments include commercial elec-
tric cars manufactured by NIO, starting with the
ONVO L60 vehicle launched in 2024 [25] and has
been rolled out on various model refreshes. MEP has
built sel4 into their SureVoice aircraft-ground com-
munication system [26].

However, in practice, it is not easy to use sel4.
This is a direct consequence of it being a pure
microkernel: seL4 provides no application-oriented
services whatsoever, no file system, no networking
abstraction, not even device drivers for low-level 1/0
functionality. This must all be built on top, using the
primitive hardware-near abstractions the kernel pro-
vides—sel4 is “the assembly language of OSes.”

Furthermore, the experience of the first 10+ years
of sel.4 has shown that developing a good, flexible,
and performant system design on sel4, even in the
embedded domain, requires deep expertise that
takes a long time to acquire and is therefore quite
rare. Most successful deployments to date were
either developed in close collaboration with sel4's
creators or by companies hiring multiple graduates
from UNSW. This challenge is clearly inhibiting
sel4's uptake.

Fortunately, this is changing rapidly, with several
OS frameworks recently becoming available. Some are
in-house developments supporting wider services and
products, such as NIO's SkyOS controlling their cars
[25], Neutrality's Atoll hypervisor aimed at supporting
secure virtual private network services [27], and MIT
Lincoln Labs' Magnetite OS for space satellites [28].

Others are generally available. Kry10 OS is a com-
mercial product for embedded and cyber—physical
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systems [29]. UNSW's LionsOS is an open-source OS
also for embedded and cyber—physical systems [30]
that, among others, runs the sel4 Foundation's web-
site and is being deployed in third-party products
[31], while Sculpt OS is an open-source, general-pur-
pose OS developed by Genode [32].

We will have a closer look at LionsOS because
of its target domain of security- and safety-critical
embedded systems, while also being open source,
enabling a detailed look at its design.

LionsOS: Designed for reliability

The LionsOS design is a direct consequence of
its focus on reliability. It is a strict application of the
principle of separation of concerns, resulting in a
highly modular architecture, where each module is
a separate user-mode process isolated by sel4.

The design takes the KISS principle [33] to the
extreme, by adopting use-case specific policies: a
core duty of an OS is to manage system resources,
including memory, CPU time, and network band-
width, according to some resource policy. In an
embedded system, the resource policy is dictated by
the use case and does not suddenly change (except
as a result of a system compromise, which LionsOS
is explicitly designed to prevent).

The LionsOS approach is to hard-code these pol-
icies. Resulting from the separation of concerns, a
policy can usually be implemented in a single, sim-
ple module that can be targeted to the requirements
of the use case. LionsOS achieves use-case diversity
by keeping these policy implementations simple and
easy to rewrite. This leads to a “Lego'-set approach”
to system construction: The designer composes the
system from a set of building blocks, choosing from
different, interface-compatible implementations of
a policy module. The resulting system has a static
architecture, where modules and their permitted
interactions are defined at system configuration
time. Among others, this frees the system designer
from explicitly dealing with capabilities.

The benefits of this approach of “radical simplic-
ity” become most evident when looking at device
drivers, known to be the most complex and error-
prone part of an OS [34]. A highly performant driver
for the Ethernet controller of an i.MX8 system-on-
chip for LionsOS has 569 lines of code, compared to
4,775 lines of the Linux driver for the same controller,

'Registered Trademark.

and the LionsOS driver was written by a second-year
student [35]. The sel4.systems website runs on
LionsOS using this and other native drivers, all writ-
ten from scratch in C or Rust.

While the simple driver model makes it easier to
develop drivers than for other OSes, it is impracti-
cal to require all drivers to be rewritten. Therefore,
LionsOS supports the reuse of unmodified Linux
drivers by encapsulating them in a VM (usually one
VM per driver). Obviously, such a reused driver has
a large TCB and should not be used for safety-critical
devices and will also come with performance over-
heads. However, the kernel's spatial and temporal
isolation mechanisms, including using an IOMMU
to restrict the device's access to physical memory,
ensure that the driver VM cannot compromise the
rest of the system.

Figure 7 shows a reference design of a point-of-
sale system built on LionsOS. Each of the boxes
inside the LionsOS box is a separate, selL4-protected
module. The system has native drivers for the serial
port, timer device, Ethernet, and I°C bus, and reuses
a Linux graphics driver inside a VM. It uses a network
file system (NFS) for accessing the backend store via
Ethernet; Ethernet is also used for remote access to
the device. The business logic is implemented in
Python. OS policies are mostly embedded in the
virtualizer (Virt) modules that share a single device
between multiple clients and implement traffic-shap-
ing policies.

- uio
Application Busin Graphics

Serial
Driver

LionsOS

Gl

Figure 7. Architecture of a LionsOS-based
point-of-sale system. Green LionsOS
components are written from scratch; the
NFS client and IwlIP network stack are
ported from other systems.
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Like the drivers, most components in this system
are small, with fewer than 500 lines of code each. This
includes the virtualizers, which are responsible for
keeping the clients of a device separated. Initial explo-
rations show that formal verification of such small and
relatively simple components is feasible using auto-
mated verification tools, given that sel4 enforces the
interfaces, so components can be verified in isolation.

seL4, puE To its comprehensive formal verification
and open-source nature, is the most solid founda-
tion for reliable systems, and it is already deployed
in critical defense and civilian systems, including
mass-produced electric cars.

Currently, verification for the widely used Arm-
64 architecture does not yet cover confidentiality,
but this is expected to be completed mid-year. Ver-
ification currently also does not cover the mecha-
nisms for controlling the time resource (important
for MCS) and is restricted to single-core configura-
tions—removing those limitations is in progress [36].

Usability used to be the biggest barrier to uptake of
sel4, but that is now addressed with deployment-ready
sel4-based OSs, especially Kry10 OS and LionsOS. The
latter is undergoing comprehensive formal verification
itself, expected to be completed in 2027. ]
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