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Why Drivers?

* Drivers are a frequent source of
OS bugs
» Majority of Linux CVEs from
2018-2022
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Why Drivers?

* Drivers are a frequent source of
OS bugs
» Majority of Linux CVEs from
2018-2022
* Formal methods are the only
reliable way to prevent this
 Dominant cause is device-protocol
violations
» Without a formal model of the
protocol, formal methods cannot
prevent this
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Causes of Linux driver bugs, 2002—-2008
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Datasheets

Verilog Device Model
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Serengeti

* Fork of Cheshire, an open-source RISC-

V SoC from the PULP project
« Runs on common Digilent FPGA dev kits

o Several added features:
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* Fork of Cheshire, an open-source RISC-
V SoC from the PULP project

« Runs on common Digilent FPGA dev kits

« Several added features:

» Time protection (fence.t, LLC | ji S
partitioning) = o 8 o

» High-speed Ethernet MAC (WIP)
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Serengeti

* Fork of Cheshire, an open-source RISC-
V SoC from the PULP project
« Runs on common Digilent FPGA dev kits
« Several added features:
» Time protection (fence.t, LLC
partitioning)
» High-speed Ethernet MAC (WIP)
» Open-source root of trust + secure
boot (WIP)
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Serengeti

Fork of Cheshire, an open-source RISC-

V SoC from the PULP project

Runs on common Digilent FPGA dev kits

Several added features:

» Time protection (fence.t, LLC
partitioning)

» High-speed Ethernet MAC (WIP)

» Open-source root of trust + secure
boot (WIP)

Initial target: I°C controller

Formalising device protocols for sDDF driver verification, Sep'26

E]

£ XILIMX.

! [T UTE




Pancake-to-Viper

Viper language

Symbolic Verification condition
execution generation

SMT solver
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Pancake-to-Viper

Rust Python Go soo Pancake

Viper language

Symbolic Verification condition
execution generation

SMT solver
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Verification Flow

Specification
Driver Device Model
Verilog
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Overview

Hardware Verification
Specification Format
Driver Verification
Status

Future Work
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Hardware Verification
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Tools

« HOL4 theorem prover
« HOL4 Verilog formalisation (LOOw):
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Tools

« HOL4 theorem prover
« HOL4 Verilog formalisation (LOOw):
» Semantics for Verilog AST
» Semantics for functional
representation ( Verilog AST )
» Proof-producing translator from
Verilog to AST

Functional representation

Translator
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Tools

« HOL4 theorem prover

e HOL4 Verilog formalisation (LOOW) Functional representation
» Semantics for Verilog AST
. Semantics for functional Translator
representation ( . )
Verilog AST
» Proof-producing translator from erlog AS
Verilog to AST l Pretty-printer

» Pretty-printer for deep
embedding < Verilog )
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Tools

« HOL4 theorem prover

« HOL4 Verilog formalisation (Loow): Functional representation <-
» Semantics for Verilog AST :
. Semantics for functional Translator
representation . : .
» Proof-producing translator from ( Verilog AST ) Desired
Verilog to AST l Pretty-printer
» Pretty-printer for deep

embedding ( Verilog >
* Problem: need opposite direction
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Workflow

 Workaround:
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Workflow

( Device Model )

A
: Proof
4

« Workaround:
» Manually translate Verilog to Functional representation <«—
functional representation

( Verilog )—
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C

Device Model )

« Workaround:
» Manually translate Verilog to
functional representation

A
: Proof
\/
Functional representation <

lTransIator

» Translate and export into Verilog C
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Output Verilog )
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11

Workflow

« Workaround:
» Manually translate Verilog to
functional representation
» Translate and export into Verilog
» Prove equivalence to original
Verilog
 Finally, prove that functional
representation refines specification
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Specification Format
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Addr (0x24) Write

SCL

Addr (0x24) Read

SDA
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Addr (0x24) Write Data (Ox5E)
SDA
SCL

Addr (0x24) Read Data (0x14)
SDA
SCL
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Addr (0x24) Write Data (Ox5E) Stop
SDA
SCL

Addr (0x24) Read Data (0x14) Stop
SDA
SCL

13 Formalising device protocols for sDDF driver verification, Sep'26 © 2026 Liam Murphy, CC BY 4.0



2
de: O =
Controller-driven
‘ Addr (0x24) Write Ack Data (Ox5E) Ack Stop

SDA e B
SCL
Addr (0x24) Read Ack Data (0x14) Nak Stop
SDA
SCL N
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Addr (0x24) Read Ack Data (0x14) Nak Stop
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OpenTitan I°C

enablehost
false

fmt_fifo
|

rx_fifo

|
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OpenTitan I°C

enablehost
false

fmt_fifo
[Wr 0x48 {start}, Wr Ox5E {stop}]
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st FDATA < Wr Ox5E {stop}
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OpenTitan I°C

enablehost
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|
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OpenTitan I°C

enablehost
true

fmt_fifo
[Wr 0x48 {start}, Wr Ox5E {stop}] SDA

rx_fifo

SCL
|
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OpenTitan I°C

enablehost
true

fmt_fifo B
[(Wr Ox5E {stop}] SDA

Addr (0x24)  Write

rx_fifo

SCL
|
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OpenTitan I°C

enablehost
true

fmt_fifo
'Wr Ox5E {stop}] SDA

Data (Ox5E) Stop

rx_fifo

SCL
|
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OpenTitan I°C

enablehost
true

fmt_fifo
] SDA

Data (Ox5E) Stop

rx_fifo

|

Interrupt!

SCL
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OpenTitan I°C

enablehost
true

fmt_fifo
[(Wr 0x49 {start}]
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|
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OpenTitan I°C

enablehost
true

fmt_fifo
[Wr 0x49 {start}, Rd 3 {stop}]

rx_fifo

|

st FDATA < Rd 3 {stop}
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OpenTitan I°C

enablehost
true
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Addr (0x24) Read

rx_fifo
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|
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OpenTitan I°C

enablehost
true

fmt_fifo B
[Rd 3 {stop}] SDA

Addr (0x24) Read

rx_fifo
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|
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OpenTitan I°C

enablehost
true

fmt_fifo
Rd 3 {stop}] SDA

Data (0x14)

rx_fifo

SCL
[0x14]

Interrupt!
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OpenTitan I°C

enablehost
true
Data (OxBE)
fmt_fifo
Rd 3 {stop}] SDA ‘
rx_fifo SCL
[0x14, 0xBE]
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OpenTitan I°C

enablehost
true
Data (OxBE)
fmt_fifo
[Rd 3 {stop}] SDA ‘
rx_fifo SCL
[OxBE]

|d RDATA — 0x14
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OpenTitan I°C

enablehost
true

fmt_fifo
Rd 3 {stop}] SDA J

rx_fifo
[0xBE, OxEF]

Data (OxEF) Stop

SCL
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OpenTitan I°C

enablehost
true

fmt_fifo
] SDA J

Data (OxEF) Stop

rx_fifo

SCL
[0xBE, OXEF]

Interrupt!
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OpenTitan I°C

SCL

SDA

Addr (0x24) Write Data (Ox5E) Stop
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OpenTitan I°C

SCL

SDA

Addr (0x24) Write Data (Ox5E) Stop
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OpenTitan I°C

Zero One Start Stop

SCL

SDA
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OpenTitan I°C

Zero One Start Stop

SCL

SDA

Wr 0x48 {start} — [Start,0,1,0,0,1,0,0,0,0]
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OpenTitan I°C

Zero One Start Stop

SCL

SDA

Wr 0x48 {start} — [5t2r1,0,1,0,0,1,0,0,0,0]

Rd 2 {stop} — [7,2,7,2,2,2,2,2,0,2,2,2,2,2,2,2,7, 1, Stop]
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Rely-Guarantee

P1 P2 P1 Ps3 P1 P4
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Rely-Guarantee

R(S2783> R<S4785> R<867S7>
P1 1%, P1 D3 P Dy
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18

Rely-Guarantee

G(s1,55) R<52733> G<83784>

P1 Do Py
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Rely-Guarantee

Interference
G(51732) 32733 33754 34735
S1 > S9 S3 Sy
P1 P2 P1 Ps3
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Rely-Guarantee

Interference
G(51732) 32733 33754 34735
S1 > S9 S3 Sy
P1 Do P1 Ps3
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Rely-Guarantee

fmt_fifo:
[Rd 1 {stop}, Wr 0x48 {start}, Wr Ox5E {stop}]

rx_fifo: ||

S1

G(sq1,55)
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fmt_fifo:

[Wr Ox5E {stop}]

rx_fifo: [0x14]

S9

© 2026 Liam Murphy, CC BY 4.0




Rely-Guarantee o=

fmt_fifo: fmt_fifo:
[Rd 1 {stop}, Wr 0x48 {start}, Wr Ox5E {stop}] |G (s, S5)| [Wr OX5E {stop}]
>
rx_fifo: || rx_fifo: [0x14]
sym_trace S1 S

01001001 O 00010

()
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Rely-Guarantee o=

fmt_fifo: fmt_fifo:
[Rd 1 {stop}, Wr 0x48 {start}, Wr Ox5E {stop}] |G (s, S5)| [Wr OX5E {stop}]
>
rx_fifo: || rx_fifo: [0x14]
sym_trace Sq sym_trace s,
Ztart 01001001 0 000105100 1 Stop 01001000 0 010°

19 Formalising device protocols for sDDF driver verification, Sep'26 © 2026 Liam Murphy, CC BY 4.0




Rely-Guarantee o=

fmt_fifo: fmt_fifo:
[Rd 1 {stop}, Wr 0x48 {start}, Wr Ox5E {stop}] |G (s, S5)| [Wr OX5E {stop}]
>
rx_fifo: || rx_fifo: [0x14]
51 52
01001001 02000102100 1 Stop 01001000 0°010°
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Rely-Guarantee

fmt_fifo:
[Rd 1 {stop}, Wr 0x48 {start}, Wr Ox5E {stop}]

rx_fifo: ||

S1

G(sq1,55)

01001001 0¢00010°100 1 Stop

Y

fmt_fifo:

[Wr Ox5E {stop}]

rx_fifo: [0x14]

S9

01001000 0°010¢

L4

G(sqy,85) = sym_rel(s, s, s, .fmt_fifo, s,.fmt_fifo)
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Rely-Guarantee

s, {|fmt_fifo| < 64}
FDATA < cmd
s, {fmt_fifo = s,.fmt_fifo + [cmd]}
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Driver Verification

21 Formalising device protocols for sDDF driver verification, Sep'26 © 2026 Liam Murphy, CC BY 4.0




Pancake-to-Viper

fun 1 mul(l x, 1vy) {

/@ requires y >= 0 @/
/@ ensures retval == x * y @/
var i = 0;
var res = 0;
while 1 <y {
/@ invariant i <=y @/

/@ invariant res == x * i @/
res = res + X;

/@ assert res == x * (1 + 1) @/
i=1+ 1;

}

return res;

Formalising device protocols for sDDF driver verification, Sep'26

function mul(gv:Ref, x:Int, y:Int)
returns (retval: Int)
requires y >= 0
ensures retval == x * vy
{ var i: Int := 0;
var res: Int := 0;
while (1 < vy)
invariant 1 <=y && res == x*i
{
res := res + X;
assert res == x * (1 + 1);
1 :=1+ 1;
}

retval := res;
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O =

function mul(gv:Ref, x:Int, y:Int)
returns (retval: Int)
requires y >= 0
ensures retval == x * vy
{ var i: Int := 0;
var res: Int := 0;
while (1 < vy)
invariant i <=y && res == x*i
{
res := res + X;
assert res == x * (1 + 1);
1 :=1+ 1;
}

retval := res;
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Pancake-to-Viper

fun

1 mul(l x, 1vy) {

/@ requires y >= 0 @/

/@ ensures retval == x * y @/
var 1 = 0;

var res = 0;

while i <y {

/@ invariant i <=y @/

/@ invariant res == x * i @/
res = res + X;
/@ assert res == x * (1 + 1) @/
1 =1+ 1;

}

return res;
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O =

function mul(gv:Ref, x:Int, y:Int)

returns (retval: Int)
requires y >= 0
ensures retval == x * vy
var i: Int := 0;
var res: Int := 0;
while (i < vy)
invariant 1 <=y && res == x*i
{
res := res + X;
assert res == x * (1 + 1);
1 :=1 + 1;
}

retval := res;
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Pancake-to-Viper

/@ shared w u32 fdata[50343964] @/
/@ shared r u32 rdata[50343960] @/
1st32 50343964, Xx; store fdata(gv, 50343964, Xx);
1'1d32 x, 50343960; x := load rdata(gv, 50343960);
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Pancake-to-Viper

field enablehost: Bool

field fmt fifo: Seq[FmtEntry]
field rx fifo: Seq[Int]

field sym trace: Seq[Sym]
field rx frontier: Int

field sym frontier: Int

method foo(gv: Ref, cmd: FmtEntry) {
// Impossible from Pancake
gv.fmt fifo := gv.fmt fifo ++ [cmd];
// Possible from Pancake
assert |gv.fmt fifo| >=1
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Driver Verification

method store fdata(gv: Ref, addr: Int, value: Int)
requires |gv.fmt fifo| < 64
ensures gv.fmt fifo == old(gv.fmt fifo) ++ Seq(parse(value))
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Driver Verification

fun 1 write cmd(1l cmd) {
/@ requires |gv.fmt fifo| < 64 @/
/@ ensures gv.fmt fifo == old(gv.fmt fifo) ++ [parse(cmd)] @/

Ist32 FDATA, cmd;

var 1 0;
while i < 1000000 {
1=1+1;

}

return 0;
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Driver Verification

s, { 777 )

interference
s, {|fmt_fifo| < 64}

FDATA < cmd
s, {fmt_fifo = s,.fmt_fifo + [cmd]}

interference

s, { 777 )
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Driver Verification

s; { 7 } new precondition
interference

s, {|fmt_fifo| < 64}
FDATA < cmd

s, {fmt_fifo = s,.fmt_fifo + [cmd]}

interference

s, { 777 )
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Driver Verification

s; { 7 } new precondition
interference

s, {|fmt_fifo| < 64} old precondition
FDATA < cmd

s;  {fmt_fifo = s,.fmt_fifo + [cmd]} — old postcondition

interference

s, { 777 )
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Driver Verification

s; { 7 } new precondition
interference

s, {|fmt_fifo| < 64} old precondition
FDATA < cmd

s;  {fmt_fifo = s,.fmt_fifo + [cmd]} — old postcondition
interference

s, { 177 } new postcondition
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Driver Verification

s; { 7 } new precondition
interference ensures [(s,,s,) (driver's I, device's (7)
s, {|fmt_fifo| < 64} old precondition
FDATA < cmd
s;  {fmt_fifo = s,.fmt_fifo + [cmd]} — old postcondition
interference ensures R(s3, )
s, { 177 } new postcondition
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Driver Verification

s; { 777 }

interference — new precondition A R(s;,s,) => old precondition
s, {|fmt_fifo| < 64}

FDATA < cmd
s, {fmt_fifo = s,.fmt_fifo + [cmd]}

interference

s, { 777 )
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Driver Verification

s; { 777 }

interference — new precondition A R(s;,s,) => old precondition
s, {|fmt_fifo| < 64}

FDATA < cmd
s, {fmt_fifo = s,.fmt_fifo + [cmd]}

interference — old postcondition A R(sy, s5) A R(s3,s,) = new postcondition

s, { 777 )
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Driver Verification

s, {|fmt_fifo| < 64}
interference — new precondition A R(s;,s,) => old precondition
s, {|fmt_fifo| < 64}

FDATA < cmd
s, {fmt_fifo = s,.fmt_fifo + [cmd]}

interference — old postcondition A R(sy, s5) A R(s3,s,) = new postcondition

s, { 777 )
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Driver Verification

s, {|fmt_fifo| < 64}
interference — new precondition A R(s;,s,) => old precondition
s, {|fmt_fifo| < 64}

FDATA < cmd
s, {fmt_fifo = s,.fmt_fifo + [cmd]}

interference — old postcondition A R(sy, s5) A R(s3,s,) = new postcondition

s, {sym_rel(sy,s,,s;.fmt_fifo + [cmd], s,.fmt_fifo)}
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Driver Verification

s, {|fmt_fifo| < 64}
FDATA < cmd

s, {sym_rel(s,, s,, s,.fmt_fifo + [cmd], s,.fmt_fifo)}
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Status O—r=

Serengeti IMX
I°C SP] Ethernet

Driver correctness

Device model -

Device correctness

Functional representation

Equivalence checking
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Status O—r=

Serengeti IMX
°’C SP] Ethernet
PLOS’'26 paper

Driver correctness

Device model -

Device correctness

Functional representation Closed source

Equivalence checking
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Status O—r=

Proved against _
lower-level model Serengeti IMX

. I°’C SPI Ethernet
PLOS’'26 paper

Driver correctness

Device model

Device correctness

Functional representation Closed source

Equivalence checking
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Status O—r=

Only shared address-
decoding logic verified

Proved against _
lower-level model Serengeti IMX
AN I*C SPI Ethernet
Driver correctness / PLOS’26 paper

/
/

Device model

Device correctness

Functional representation Closed source

Equivalence checking
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Future Work O—r=

" Done M Future Work Serengeti IMX
1°’C SP] Ethernet

Driver correctness

Device model -

Device correctness

Functional representation

Equivalence checking
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Future Work O—r=

" Done M Future Work Serengeti IMX
1°’C SP] Ethernet

Driver correctness

Device model
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Functional representation
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Future Work O—r=

" Done M Future Work Serengeti IMX
1°’C SP] Ethernet

Driver correctness

Device model

Device correctness

Functional representation
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Future Work O—r=

" Done M Future Work Serengeti IMX
1°’C SP] Ethernet

Driver correctness

Device model End-to-end!

Device correctness

Functional representation

Equivalence checking
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Future Work O—r=

" Done [ Future Work Serengeti IMX
I°C SP] Ethernet Ethernet

Driver correctness

Device model End-to-end!

Device correctness

Functional representation

Equivalence checking
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Future Work

Functional representation <

lTransIator

C Verilog AST )
l Pretty-printer

C Output Verilog )

C Verilog )—

( Verilog )
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Future Work

Functional representation <

lTransIator

C Verilog AST )
l Pretty-printer

C Output Verilog )

C Verilog >—

C Verilog AST )
T Parser

( Verilog )
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Future Work

Functional representation <

lTransIator Functional representation
C Verilog AST ) T Decompiler
l Pretty-printer ( Verilog AST )
C Output Verilog ) T Parser

C Verilog )

( Verilog >—
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Future Work

Pancake-to-Viper
Driver > Driver @
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Future Work

Trusted

/

Pancake-to-Viper
Driver > Driver G
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Future Work

Pancake-to-Viper
Driver > Driver @

l
ViPER

l
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Future Work

Pancake-to-Viper
Driver > Driver @

l l
Semantics ViPEH

l l

Assumed
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Future Work

Pancake-to-Viper
Driver > Driver @

l /N
Semantics Semantics WPER

l l l

Assumed

<€
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Future Work
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Future Work

Client Spec Virt Spec Driver Spec
Client Virtualiser Driver Device Model
Verilog
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Future Work

System Spec

35

Client Spec Virt Spec
Client Virtualiser
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Questions?
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